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AbstrAct 
Biosecurity and environmental safety of planetary environments and extraterrestrial 
habitats demand intelligent and autonomous systems with the potential of identifying, 
modelling, and reducing the threat of microbial contamination. The present study 
suggests an AI-driven communication/monitoring framework, which would combine 
simulation of invasion of the microbial spread by cellular automata with the IoT-
powered containment and early-warning systems. It is a spatial-temporal model of 
the hypothetical extraterrestrial microbes in closed, such as spacecraft modules, 
bases on the moon, or biosafety laboratories, which allows predictive evaluation of 
contamination curves. A convolutional-LSTM network uses cellular automata data to 
predict hotspots of contamination and calculate a dynamic containment risk index 
to bootstrap automated alerts over an adaptive IoT communication channel with 
resulting delay-tolerant networking as an insurance of interplanetary reliability. The 
experimental simulations with different environmental and containment parameters 
proved that the proposed CA-AI simply recombination decreased the possibility of 
breaches by a factor of 35 and the detection latency was shortened by one-fifth relative 
to the traditional threshold-based systems. The findings confirm the capability of the 
framework in detecting the presence of the early-stage microbial growth, prioritisation 
of communication in low-bandwidth environment, and preemptive governance of the 
situation. The study provides a scalable and robust intelligent planetary biosecurity 
system model that has a basis in autonomous microbial surveillance during subsequent 
interplanetary missions and alien environments, where autonomous systems might 
not be capable of quickly and effectively intervening when problems arise because of 
the distance of communication with the home.
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IntroductIon

Developing astrobiology and the accelerated level of 
interplanetary exploration has brought new horizons in 
the scientific discovery and presented new challenges 
to planetary biosecurity that previously did not exist. 

With the human species extending its discovery to 
the outer planets Mars, Europa and Enceladus, there 
is growing probability of discovery of new forms of 
micro-organisms which are in a dormant or active 
state. These alien microorganisms might be derived 
to the rigorous environmental conditions, and their 
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system, which is a synergistic evolution of Cellular 
Automata (CA)-based models of microbial diffusion 
and IoT-based adjustable communication networks. 
CA model is a model which simulates microbe growth 
and mutation in discrete spatial grids, which model 
spacecraft modules or bio safety enclosures, and can 
represent complicated patterns of contamination. A 
deep learning-based predictive engine is a dynamically 
analysing type of simulation data which calculates 
a real-time containment risk index. As soon as the 
possibility of breach is identified, an autonomous 
subsystem, alert and response IoT-based, transmits 
containment instructions based on delay-tolerant 
protocols designed to operate over long distances 
(interplanar data transfer). This kind of integration 
changes the biosecurity management paradigm to a 
reactionary, proactive, and autonomous paradigm.

The suggested system is therefore a self-educating 
biosecurity network that can be able to conduct 
real-time assessment of the risk posed by microbes 
and communication across modules. The framework 
reduces human reliance by modeling contamination 
conditions, forecasting the propagation processes, 
and starting immediate containment measures, at 
the same time safeguarding functioning activities 
throughout the missions to deep space. Other than the 
space sector, the identical architecture can be scaled 
down to high-containment labs and biotechnological 
workstations involving extreme species or artificial 
life on Earth. Thus, this research sets the basis of 
the autonomous planetary protection systems of the 
next generation, which combine artificial intelligence, 
modelling of cellular automatisms, and cellular 
communication based on the Internet of Things to 
secure biospheres on Earth and in outer space.

relAted Work
Planetary biosecurity is not a new issue to the 
world space agencies and astrobiological research 
communities. To achieve the prevention of forward 
and back contamination in interplanetary missions, 
the NASA Office of Planetary Protection put in strict 
regulations of sterilisation and containment [8]. In 
much the same manner, the European Space Agency 
(ESA) devised a multilayered containment system 
design of the ExoMars project that was dedicated 
to the microbial isolation and sterilisation processes 
during various stages of the mission.[3] Although these 
frameworks have facilitated physical isolation and 
reduction of bioloads, it is mainly reliant on manual 

mutagenic or pathogenic behaviours might not be 
predictable. Such microbes may present and cause 
severe biohazards whenever there is any accidental 
re-entry or containment failure and thus to the 
health and integrity of astronauts as well as cross-
contamination risks to the biosphere of Earth. The 
need to have effective microbial containment and 
constant monitoring has, therefore, been an important 
issue to the future space missions and astrobiological 
research programmes.

Asymmetric microbial containment systems- These 
widely used containment systems were traditionally 
constructed with man limited supervision and alarm 
mechanisms based on thresholds and earth-bound 
laboratorys. Though they are ideal at scale in regular 
daily operations, the systems do not possess the 
computational intelligence and scalability to respond 
to nonlinear and stochastic directions of microbial 
populations in the extraterrestrial conditions Figure 
1. The responsiveness of such traditional systems 
is further degraded by latency of human decision-
making, delays in interplanetary missions because 
of communication, and similar factors. In addition, 
microgravity, radiations, and confined space conditions 
impose new uncertainties in microbial behaviour, 
which requires predictive self-regulating containment 
model as opposed to reactive models.

Fig. 1: AI-driven planetary biosecurity framework 
integrating CA modeling, AI prediction, and IoT-

based containment communication.

To address these problems, the present study 
presents an AI-based communication and monitoring 
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monitoring and rule-only deterministic control. Due 
to this, they are unable to exhibit computational 
flexibility and the capacity to independently forecast 
microbial dynamics of diffusion in real time, so 
important to extraterrestrial environments with 
minimal human involvement.

The new developments in artificial intelligence 
(AI) and edge-based Internet of Things (IoT) 
systems have brought the revolutionary solutions to 
autonomous microbial detection and containment. 
Multi-sensor fusion utilising machine learning and 
deep neural models have shown great potential 
of detecting biohazard anomalies, fast and more 
accurate.[14, 15] The combination of optical, chemical, 
and impedance-based sensing data has been shown to 
be effective in frameworks of artificial intelligence 
(AI)-driven biosensors to detect contamination in 
aerospace and laboratory settings.[15] The extension 
of edge intelligence to biosafety monitoring 
applications in real time has not been truly studied, 
however, it is noted that low-latency processing and 
adaptive decision-making are beneficial in limited-
communication settings.[5, 9] Moreover, research has 
presented edge-based IoT systems to autonomously 
respond to biohazard containment and its performance 
is robust in predictive warning and responses to the 
environment.[10]

Concurrently, Cellular Automata (CA) have proven 
useful as computational models of simulating the 
processes of diffusion informed biological interactions, 
like bacterial colony growth, epidemic spreading, and 
toxin diffusion.[11, 12] The models draw a minute account 
of nonlinear contamination patterns and behaviour 
of microbial mutations at different environmental 
conditions. Nevertheless, there are not many studies 
that tried to combine CA simulations with AI-based 
predictive modelling and IoT-based communication 
to contain extraterrestrial microbes. In available 
literature, the investigation of communication 
resilience in the context of delay-tolerant networking 
(DTN) conditions is a rare occurrence.[6, 13] In order to 
address these shortcomings, newer studies focus on AI-
enhanced reconfigurable frameworks,[7] autonomous 
reconfigurable nonexistences on digital twins,[13] 
and energy-efficient architecture schemes in edge  
settings.[1, 2, 4] Based on these revelations, the current 
research proposes a hybrid CA-AI-IoT system that will 
facilitate real-time prediction of microbial growth, 
prioritisation of risks upon the alert management, 
and autonomous control reaction of these risks- 

thus enhancing the state of the art of an intelligent 
planetary biosecurity systems.

Methodology
Cellular Automata–Based Contamination 
Modeling
The initial part of the suggested methodology is 
concerned with the artificial modelling of microbial 
dynamics of diffusion and containment breaches 
in controlled extraterrestrial conditions by a 
cellular automata (CA) model. Cellular automata 
offer a discrete and spatially distributed model 
of computation that can simulate complex and 
complicated biological and physical processes using 
simple, local interaction rules. Here, the CA model 
models the stochastic characteristics of the microbial 
propagation, mutations, and containment responses 
under different environmental conditions.

The spacecraft or biosafety laboratory module 
is abstracted as a two-dimensional grid, denoted by, 
where each grid cell   represents a micro environmental 
unit (e.g., surface segment or air compartment). At 
any given simulation time , each cell exists in one of 
four discrete states:

  
(1)

• Clean (S₀): no microbial activity or contamina-
tion detected.

• Infected (S₁): microbial presence detected; 
growth in progress.

• Critical (S₂): contamination exceeds contain-
ment threshold.

• Contained (S₃): localized disinfection or isola-
tion successfully applied.

The exit of each cell to the next state is determined 
by their neighbourhood organisation and deterministic 
environmental parameters that are probabilistic in 
nature. The Moore neighbourhood model is followed, 
and cells are exposed to the eight neighbours to model 
isotropic diffusion of the microbes. The transition map 
that regulates the overall development of the system 
can be stated as follows:

  (2)

where:
• Clean (S₀): no microbial activity or contamina-

tion detected.
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• Infected (S₁): microbial presence detected; 
growth in progress.

• Critical (S₂): contamination exceeds contain-
ment threshold.

• Contained (S₃): localized disinfection or isola-
tion successfully applied.

This rule dynamically adjusts the contamination 
front by adding environmental variables: temperature, 
humidity, air flow and radiation exposure that has 
a direct impact on the survivability of microbes 
Figure 2. The model applies reflective boundary 
conditions which are used to model closed spacecraft 
compartments, where diffusion of microbes to other 
compartments is prevented by physical walls. Every 
time step in the discrete time simulation is equal to 
one minute in the real-life microbial behaviour, which 
allows examining the contamination contagion and 
containment effectiveness in fine details.

To ensure robustness, Monte Carlo stochastic 
parameter tuning is applied to optimize the model 
coefficients  across 10,000 simulation iterations. This 
probabilistic optimization minimizes modeling bias 
and captures uncertainty due to random mutations 
or variable containment efficiency. The simulation 
outputs—comprising temporal contamination maps 
and state-transition histories—form a rich dataset 
representing microbial diffusion dynamics. These 
spatial–temporal patterns are subsequently used to 
train the AI prediction module described in Section 3.2, 
enabling accurate forecasting of future contamination 
events and autonomous initiation of containment 
protocols.

Fig. 2: Cellular Automata simulation of microbial 
contamination dynamics in a spacecraft module.

AI-Assisted Predictive Containment System
The second step of the suggested framework will 
sustain a predictive engine that is AI-driven to predict 
the trend of microbial contamination and activate 

initial containment measures. The module is a 
prediction that is applied with a Convolutional Long 
Short-Term Memory (ConvLSTM) architecture that 
helps effectively model spatial and time dependencies 
in the data of the modelled cellular automata (CA). 
The ConvLSTM is a fusion of convolutional neural 
networks (CNNs) to extract the spatial features and 
long short-term memory (LSTM) networks to learn 
the sequence of times, which is highly suitable in 
dynamic contamination modelling of the changing 
extraterrestrial environments.

Data Encoding

Input The ConvLSTM takes as input the CA-gener-
ated spatial grids, each at a time of contaminations. 
Multidimensional features such as density of the 
microbes, environment-related parameters (e.g., 
temperature, humidity, radiation), and the level of 
activity of the containment is coded in each cell 
of the grid. These space matrices are converted to 
multi-channel image tensors which are written as:

  (3)

where  represents the feature value of channel (e.g., 
contamination state, humidity, UV intensity) at position 
and time , and is the number of encoded feature channels. 
This transformation allows the model to interpret 
microbial dynamics as spatiotemporal image 
sequences, which significantly improves its ability 
to identify localized propagation and environmental 
interactions.

Model Training
The ConvLSTM network processes a sequence of 
encoded frames to learn the temporal evolution of 
microbial spread. Convolutional filters extract local 
spatial correlations, while recurrent LSTM gates 
maintain memory of past contamination patterns.  
The internal state update of the ConvLSTM unit is 
governed by:

  
(4)

where Ht is the hidden state at time t, Wx  and Wh  
denote convolutional kernels for input and recurrent 
connections, respectively, b is the bias vector, and 
f(.)represents the activation function (typically ReLU 
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or tanh).The network is trained using mean squared 
error (MSE) loss between predicted and actual 
contamination maps:

  (5)

where is the predicted contamination intensity for cell  
at future time , and is the total number of cells. This 
objective encourages the model to minimize deviations 
in spatial contamination intensity predictions.

Risk Estimation and Alert Generation
The trained model predicts future contamination 
maps, which are used to compute a Containment 
Risk Index (CRI)—a probabilistic measure of overall 
contamination severity within the monitored environ-
ment:

  (6)

Here:
• Pinfected (i,j,t)  is the infection probability at 

grid location (i,j),
• wi,j is the location criticality weight, repre-

senting the importance or vulnerability of 
the region (e.g., life-support systems, airlock 
zones),

• Ntotal Denotes the total number of cells or mon-
itoring zones.

When the computed index exceeds a predefined 
threshold, the system automatically triggers an 
alert event in the IoT communication network. This 
initiates predefined containment protocols such as 
module isolation, environmental sterilization, or air 
recirculation adjustments.

Online Adaptive Learning
The AI module uses real-time adaptation through 
online learning to manage changing and unpredictable 
conditions in the extraterrestrial world. The outputs 
of incoming sensors at the IoT layer (environmental 
changes such as temperature change, humidity change 
or radiation bursts) are fed back continuously to adjust 
network settings. Transpositional adaptation rule may 
be expressed as:

  (7)

where θt denotes the model parameters at time,  
is the adaptive learning rate, and represents the 
instantaneous prediction loss computed from recent 
sensor observations. This mechanism ensures that the 
system remains responsive and accurate even under 
evolving environmental and microbial conditions 
typical of extraterrestrial habitats.

Summary
The predictive model of ConvLSTM is therefore the 
intelligent heart of the containment framework which 
interprets simulations of the cellular automata and 
real-time sensor data to make actionable predictions 
of microbial risks Figure 3. Its integration allows 
making independent decisions, minimising human 
participation and the duration of the response, 
which contributes to greater safety and high levels of 
reliability in work with plans as well as biosafety.

Fig. 3: Temporal evolution of the Containment Risk 
Index (CRI)

IoT-Enabled Communication and Alert 
Transmission Framework
The third methodological component establishes 
an intelligent IoT communication backbone for 
transmitting microbial risk data between habitat 
modules, biosafety labs, and mission control centers.

IoT Architecture
Each micro-environmental compartment is equipped 
with IoT sensor nodes consisting of:

• Environmental sensors (temperature, pres-
sure, humidity, CO₂, and radiation),

• Microbial biofilm detectors (via impedance 
spectroscopy or fluorescence),

• Communication modules (LoRa/SpaceWire),
• Local edge AI unit (ESP32 or Raspberry Pi).
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Sensor data are aggregated and encoded into 
MQTT or CoAP messages. The communication 
protocol employs Adaptive Priority Scheduling 
(APS) based on the CRI:

  
(8)

High-risk alerts are transmitted immediately, 
while routine updates are sent periodically to conserve 
bandwidth.

Delay-Tolerant Networking (DTN)
Within extraterrestrial or interplanetary space, 
communication connexions frequently incur long 
delays, sporadic connectivity and heavy packet loss 
because of the long distance and moving orbital 
orientations of transmission. In order to overcome 
these issues, the designed framework will utilise the 
Delay-Tolerant Networking (DTN) protocols which rely 
on a storecarryforward scheme in order to deliver 
data reliably. In this system, the intermediate network 
nodes temporarily store data packets when no 
direct connexion to the other node exists, transport 
them until contact can be made and then send the 
previously stored data when the connexion is once 
again available. The approach is useful in reducing 
the impact of the latency and disconnection effects, 
thereby ensuring that there is constant flow of data 
amongst spacecraft modules, planetary habitats and 
Earth based mission control centres. The proposed 
architecture with the use of DTN to the IoT-enabled 
alert system would ensure that security and reliability 
of the transmission of the containment alerts, sensor 
readings, and system commands even in the cases of 
long communication blackouts or network disruptions 
in the interplanetary network, hence maintain the 
integrity of the mission and biosecurity assurance.

Containment Action Layer
Upon a high-priority alert issued by the AI prediction 
system, the central control node will instantly cause 
a cascade of automated actuation subsystems to 
inhibit additional microbial proliferation and make 
the habitat safe. These measures are the closing of 
contaminated modules by putting airlocks or isolation 
barriers, manipulation of air filtration systems and 
ventilation systems to redirect or mitigate potentially 
contaminated airflows and the initiation of ultraviolet 
(UV) sterilisation units or negative pressure lockdown 

mechanisms to eradicate the presence of microbes and 
cross-contamination between modules Figure 4. This 
is done in a closed-loop communication architecture 
where real-time data of IoT sensors are used to feed 
the AI model which then provides a specific set of 
mechanical responses in terms of predictive danger 
levels of contamination. This results in the system 
being completely autonomous and responsive in terms 
of containment cycle, which makes mitigation actions 
taken by the system rapid and data-driven, with 
minimum human intervention in the system, which 
is a critical requirement in planetary biosecurity 
requirements in far-off or high-latitude alien settings.

Fig. 4: IoT-enabled communication and alert 
transmission framework for autonomous microbial 

containment.

results And dIscussIon
The Cellular Automata - AI predictive model showed 
a great improvement in the containment efficiency 
and early rate of detection of the expansion of the 
microbes. The results of simulation indicated 35 
percent reductions in the probability of a containment 
breach which was relative to traditional threshold-
based monitoring systems. The CA-AI model was 
able to generate nonlinear diffusion processes and 
interactions with the environment and enabled the 
system to forecast contamination patterns at stages 
when they were critical. The predictive alerts, on 
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average, were raised 18 minutes before the predicted 
alerts generally in the case of the static rule-based 
system, which ensured that containment measures 
(isolating modules and modifying air filtrational steps) 
were initiated promptly. In addition, the trained 
contamination maps were strongly correlated (R 2 = 
0.91) with ground-truth simulation results, indicating 
the ability of the model to predict the actual microbial 
diffusion behaviour in changing extra-planetary 
environmental conditions.

The effective functioning of the IoT-driven adaptive 
communication subsystem was also tested in different 
network experiences, such as normal and compromised 
bandwidth cases as in interplanetary communication. 
Results showed an adaptive protocol that minimised 
the transmission latency by 22 percent, which ensured 
the more responsive communication between habitat 
modules. With a low bandwidth, even in intermittent 
connectivity, the system had a message delivery 
success rate of 97 percent, which is impressive Table 1. 
A combination of Delay-Tolerant Networking (DTN) and 
a store-carry-forward protocol performed effectively 
especially in periods of extended link failures and 
facilitated the consistent delivery of important alerts 
and sensor information. This evidence proves that 
the communication architecture works well in space 
mission conditions with the high latency, asynchronous 
data exchange, and periodical network failures.

Concerning predictive intelligence, the AI model 
developed using ConvLSTM reached the prediction 
accuracy of 94% in forecasting the next contamination 
spread across the simulated habitat modules Table 1. 
The generalisation of the model with environmental 
variations (temperature and humidity; however, not 
radiation) was also improved with using transfer 
learning, which permitted to adapt the model to 
new operating conditions quickly without having 
to retrain the model, starting everything with the 

initial parameters. Sensitivity analysis of the model 
established the model resilience to stochastic 
perturbation of microbial diffusion and sensor 
noise Figure 5. All these findings confirm that the 
proposed system will be applicable in the future as 
an autonomous, adaptative, and resilient planetary 
biosecurity framework that can provide real-time 
containment and communication during deep-space 
missions or any other distant extraterrestrial habitat.

Fig. 5: Unified performance comparison of the 
proposed CA–AI containment framework

conclusIon
To sum up, the paper offers an innovative AI-based 
communication and monitoring system that is capable 
of combining microbial diffusion modelling of cellular 
automata, predictive intelligence implementation with 
ConvLSTM, and IoT-enabled adaptive correspondence 
to contain alien microbes. The hybrid system showed 
a significant improvement in reliability of containment 
where a significant decrease in the probability of 
breach was realised and a quicker predictive alert 
generation and resilience in data transmission in high-
latency interplanetary conditions. Making autonomous 
simulation, prediction, and response possible, the 
proposed framework will leverage the traditional 
strategy of reactive containment to an intelligent, 
self-regulating, and proactive legend of biosecurity 

Table 1: Performance evaluation summary of the proposed AI-driven containment and communication framework.

Metric Baseline System Proposed CA–AI System Improvement

Containment Breach Probability 100% (reference) 65% −35%

Alert Generation Time Baseline 18 min earlier Faster Response

Contamination Correlation (R²) 0.78 0.91 +16.7%

Prediction Accuracy 84% 94% +10%

Communication Latency 100% (ref) −22% Reduced Delay

Message Delivery Success 89% 97% +8%

Adaptive Learning Accuracy Gain – +7.5% Added Robustness
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operations. The results suggest the urgent development 
of a solution to the realization of autonomous planetary 
biosecurity networks, which can constantly detect, 
predict, and mitigate microbial threats in real-time - 
therefore, making future interplanetary habitats and 
astrobiological research missions safe and sustainable.
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